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GENERAL INFORMATION



A The avast! Administration Console has been specifidaljgned to make the administration of
your computer network as simple as possible. As wagbragiding protection for all the computers
on your network.

A The central, welbasedAdministration Console allows you to install avast! antivirus on all your
computersremotely, enabling you to centrally manage

Updates

Scheduledscans

Realtime security alerts

Reports

Automatic notifications whenever a new computer is connected tortb&vork

A The Administration Console is designed primarily for small networks of up to 200 workstation® &
a simple and easy to use program to help you deploy and manage avast! antivirus oetyoark,
and keep your network free of viruses and other malware.

A The Administration Console is a web based system and does not require a server OB3/sting,
Once installed, you can access it from any computer with an internet connection.



SYSTEM REQUIREMENTS



(includes all components: Mirror,console..
Windows XFSP3 or higher
Windows Vista (any Edition excl. Starter Edition), latest SP
Win 7
Windows 2003 Server (all editions), latest SP
Windows 2008/R2 Server (any editions, excl. Core), latest SP
Windows SBS 2011

Note:the latest SP and fully updated OS is recommended!

A Minimum Hardware Requirements
I Processor Pentium 3
I 1GBRAM
I 900 MBof free hard disk space
I Internet Explore6 or higheror other Silverlight enabled browser

Note: Minimum Windows system requirements have to be met!



SYSTEM REQUIREMENTS



Supported products for central management

(for Workstation OSSs)
I Windows 7
A x32/64bit

I Windows Vista (any Edition excl. Starter Edition)
A x32/64bit

I Windows XP Service Pack 2 or higher
A x32/64bit

A Minimum Hardware Requirements
I Processor Pentium 3
I 256 MB RAM
I 300 MB of free hard disk space

A Please note that avast! Pro AntivirlBusiness Protectigrruns only on PCs with
Windows 2000 or later operating systems.

A Older Windows operating systems (Windows 95/98/ME/NT) iawé supported



Supported products for central management

(for Server Gs)
T Windows 2003
A x32/64bit
T Windows2008/R2 Server (any editions, excl. Core), latest SP
A x32/64bit
T WindowsSB2011

i Microsoft Sharepoint server
A MSs 2003
A Mss 2007
A Mss 2010

A Minimum Hardware Requirements

A Windows 2003
T ProcessorPentium 3
T 256 MB RAM
i 200 MB of free hard disk space

A Windows 2008SBS 2011
T ProcessorPentium 3
i 512 MB RAM
i 200 MB of free hard disk space



SYSTEM REQUIREMENTS



Supported products for central management

(for Workstation O9s
I Windows 7
A x32/64bit

I Windows Vista (any Edition excl. Starter Edition)
A x32/64bit

I Windows XP Service Pack 2 or higher
A x32/64bit

A Minimum Hardware Requirements

I Processor Pentium 3
i 256 MB RAM
I 380 MB of free hard disk space

A Please note that avast! Internet Security runs only on PCs with Windows XP or late
operating systems.

A Older Windows operating systems (Windows 95/98/ME/NT/2000yate
supported



Supported products for central management

(for Server Gy)
T Windows 2003
A x32/64bit
T Windows2008/R2 Server (any editions, excl. Core), |83t
A x32/64bit
T WindowsSB2011

T Microsoft Sharepoint server
A MSS 2003
A MSS 2007
A MSs 2010

T Microsoft Exchange server
A MSE 2003
A MSE 2007
A MSE 2010

A Minimum Hardware Requirements

A Windows 2003
T ProcessoPentium 3
T 256 MB RAM
T 200 MB of free hard disk space

A Windows 20085BS 2011
T ProcessoPentium 3
T 512 MB RAM
T 200 MB of free hard disk space



A MS SQL Server 2008 R2
A MS SQL Server 2008 R@oress

A Windows OS vs SQL compatibility

A www.microsoft.com

A http://technet.microsoft.com- The TechNet Library contains technical documentation for
IT professionals using Microsoft products, tools, and technologies.

A SQL full versions vs SQL Free/Express versions

A http://technet.microsoft.com- The TechNet Library contains technical documentation for
IT professionals using Microsoft products, tools, and technologies.

A http://msdn.microsoft.com- MSDN Library, an essential source of information for
developers using Microsoft® tools, products, technologies and services. The MSDN
Library includes howo and reference documentation, sample code, technical articles,
and more.



http://www.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://msdn.microsoft.com/

INSTALLATION



Planning

A . ST2NB e2dz ail NI yéu f ft Ay3 KS ddpibyihdR dzO
it. The following things need to be carefully considered:

On which machine will you deploy ti8BC

Is it going to be a dedicated machine? If not, what else will run omaehine?

Will the other software interfere with th&BQC

Will there be enoughesources left for theSBGo work properly?

Can we use just one administration console, or would it be betterse®omore tlan one?

I Note: Make sure that you are awaretbie minimum system requirements

i IsDHCP used on the network? Can 8t&have a fixed IP address?ghould)

i IsafullMS SQL 2000/200%008 database going to be used, or theee/Expressersion
(MSDE2005/2008? If you choose MSIExpress will it handleall yourmanagement data? (MSIE«press
should only be used on networks of several hundred computers or fewer).

i Make sure, that you know all about limitations of MSDE and SQL Express versions

i Note: Make sure, that you are aware of all limitations of MSDE and SQL Express versions!



A Administration console web site
T http:// www.avast.com/business

A Installation packages
A avast Business protection

T http://files.avast.com/iavs5x/setup

av

bp.exe

A avast Business protection plus
T http://files.avast.com/iavssx/setup

av

bpp.exe

A avast Server Busine®Brotection
T http://files.avast.com/iavsbx/setup

av

srv bp.exe

A avast Server Business Protecti®ius
T http://files.avast.com/iavsbx/setup

av

srv bpp.exe

A avast File server security

T http://files.avast.com/iavsbx/setup

av

srvfile.exe

A avast Email servesecurity

T http://files.avast.com/iavsb5x/setup

av

srvemail.exe

Installation steps


http://www.avast.com/business
http://www.avast.com/business
http://files.avast.com/iavs5x/setup_av_bp.exe
http://files.avast.com/iavs5x/setup_av_bpp.exe
http://files.avast.com/iavs5x/setup_av_srv_bp.exe
http://files.avast.com/iavs5x/setup_av_srv_bpp.exe
http://files.avast.com/iavs5x/setup_av_srvfile.exe
http://files.avast.com/iavs5x/setup_av_srvemail.exe

%@ avast! Administration Console Setup

Welcome to the Prerequisites
Wizard

The setup has determined that some of the
prerequisites needed to run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prereguisites.

Click Fimish at any time to completely skip the
installation of prerequisites and jump to the
installation of the main program. Click Cancel to
cancel the installation and exit the Setup Wizard.

Zancel

Installation steps

A The installation begins with the

automatic detectionof whether
all prerequisities are installed.
Simply follow the installation
wizard which wilalso helpyouto
find and install any prerequisites
which are missing

Avast! administration console
Installation packages:
I avast Business protection
A setup.exe

I avast! Business protection plus
A setup_bpp.exe

To continue with the installation
just clickthe Next button



Installation steps

A Prior toinstallingthe Administration
console all prerequisities have to be met:

b¢' avast! Administration Console Setup

Prerequisites 5 - . H
These programs are needed for the application ko run, Click on the check basx o Ellltlst! I I I SC I nte rn et I nfo rmatl On Se er Ces.'as to be
next ko a prerequisite ko select it For inskall or to skip it | nstal |ed and runni ng)art Of the M S
_ Windowsg
Mame Version Action
Internet Infarmation Services Required: any. Found: naothing. Install
e I T i Windows Installer if the package cannot be
MET Framewark 4.0 Required: any. Found: nothing. Download download ed automa‘“ca”y See
Silverlight Required: 4.0 ar higher, Found: ...  Download WWW. m | CI’OSOft CO m

I .NET Frameworg if the package cannot be
downloaded automatically see

Download Falder: | C\DOCUME~1|ADMINI~1{LOCALS~1 | Templ, WWW.Mmicrosoft.com

Press the MNext button ko download the prerequisites.,

i Silverlightc can be installed separately, after
<ack [t > the successfuhvast Administration console
installation



http://www.microsoft.com/
http://www.microsoft.com/

Installation steps

A All prerequisities should
be automatically

b¢' avast! Administration Console Setup

Prerequisites Download favastr d OW n I O ad e d a.n d

Please wait while the selected prerequisites are downloaded.

Installed

I (Internet connection is require)j

LIRL Size Status
http://microsoft.c/win./pre./sys./windowsxp-kb942288.. 3.17 MB 55%
http://microsoft.c/win./pre./sys./dotnetfxd0_full_setup.. B868KE Pending

rogress: 44% (1,77 MB of 4.02 MB)

[

| A Ifthe download does not

SRS | sartauomatcalyvisi
WWW.Mmicrosoft.como

downloadthe necessary

prerequisities.



http://www.microsoft.com/

Installation steps

A To continue with the
“® avast! Administration Console Setup _, ' InSta”atlon the bOX(’] L

End-User License Agreemen t

accept the terms in the
Your license agreement should go herel [ 7\ O S y. é. S I 3 N:E
mustbe ticked.

Ottt ety A Click Next to continue
with the installation

< Back " ek = ] l Cancel




@ avast! Administration Console Setup

Proxy Settings

Select direct connection or configure HTTP praoxy

Procey

(%) Direct connection (no proxy

O Specify proxy server

Mo authentication

Mo authentication

Basic authentication (plaintext)

Windows integrated authentication (WTLM)

< Back ” Pk =

]

l

Cancel

)

Installation steps

The proxy settings on this page are important when avast!
needs to access the internet, for example, when carrying out
updates.

If you connect directly to the internet (i.e. not through a
proxy), select "Direct connection (no proxy)". Note: dipl
connections do not use a proxy.

) NOTE:
A If you are not sure whether you use a proxy server, or which

proxy server you use, ask your internet provider or network
administratot

If you connect to the internet through a proxy server and you
know the proxy server details, select "Specify proxy server”
and enter the proxy details:

T Address Enter the address of your proxy server
) Port- Enter the port your proxy server uses

Authentication typeg specify whether the proxy server
requires authentication and if so, the type of authentication

i Username and passwogimust be entered if required for
authentication



be avast! Administration Console Setup

Product license

Insert license file or request dermo license
License
(%) Insert license file
| |
) Request demo license {Requires Internet conneckion)
< Back " ek = ] l Cancel ]

A

A

A

Installation steps

License file name

license.avastlic

Insert license file:

If you have already purchased the
product, use this option to install the
product with your license file.

Licensefile locations

Win Vista/7
A C\UsersAll UsersAVAST
Softwara AdministrationConsole
Win XP

A C\Documents and Settingall
User§Application DateAVAST
Software Administration Console

Request demo licens@Requires Internet
conhection

Freel5-day trial



be avast! Administration Console Setup

Choose Setu pTyp
l::l' e the setup type that be

Recommen ded
Installs with the most cammon program settings, Recammended For
rask users,

.’ =
2 =] Allows users ko customize all settings. Recommended For adwanced

< Back ” Pk = ] l Cancel ]

Installation steps

A . SaA R RécomimrisletV
Installation with predefined
Conflguratlon you can also
a4 S { Bxpeit . THIS enables
you tochange/specifyhe
program componensettings.
The eistom installation steps
are described on the next
screens.

A Then clickNext to continue.



@ avast! Administration Console Setup

Select Installation Folder

This is the Folder where avast! Administration Console will be installed,

Tainstall in this Falder, click "Mext", To install to a different Falder, enter it below or click
"Browse i

Folder:

iProgram Files\avasT Softwareladministration Console, Browse. .,

< Back " ek = ] l Cancel ]

Installation steps

A To install in this folder, click

Py \\

GbSE(G4GD

A To instalin a different
folder, enterthe path below
2ZNJ Of AO]l a. NI
the custom location.

A By default the
recommended destination
drive is Q...



Installation steps

Here you can choose whether to use NetworkService or LocalService or a custom specified account.
More details can be found heréttp://msdn.microsoft.com/enrrus/library/ms684272(v=vs.85).aspx

Our recommendation is to choose Network service account.

be awast! Administration Console Setup

Service Configuration

Log on as:
@' Service account:

() This account:

Select network adapter:

| MekworkService w |

192,165,100, 14 (Local Area Connection)

10.2.4.4 {Local Area Connection 2)
192.165.100.14 (Local Area Connection)

W

< Back " Mext = ] [

Cancel

]

a avast! Administration Console Setup

Log on as:
@ Service accounk:

(3 This account:

Select network adapter:

Service Configuration

Specify Service Details

MebworkService

LocalService
MebworkService

|L0ca| Area Connection b |

< Back ” Mk = ] [ Cancel ]



http://msdn.microsoft.com/en-us/library/ms684272(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms684272(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms684272(v=vs.85).aspx

Installation steps

A Specify user/admin

@ avast! Administration Console Setup

Service Configuration '_ a.C C O u nt y Wi t h S u ﬁl C i e nt

Specify Service Details

. =#  system rights to

S install/run the avast!
S Administration console
and its components.

Select network. adapter: Local Area Connection W




Installation steps

A Enterthe name of the virtual
% avast! Administration Console Setup : j folder that will be created in the
e et - IIS root folder and used by the
avast! Administration console:

115 Folder: Avask

I This IIS folder specifies the location
Enter name of the virtual Folder that will be created in the 115 root Folder and used by the . .
avast! Administration Console. Of th e CO nSOIe a.p pl | Catl OQ Se rVeS
as your entry point into the system.

T http:// fgdn/Avast <- custom specified name

T Our recommendation is to kedpe Avast
default name

< Back " ek = ] l Cancel



http://fqdn/Avast
http://fqdn/Avast
http://fqdn/Avast
http://fqdn/Avast
http://fqdn/Avast

Use existing server:
Type SQL server naihmgstance name

“© avast! Administration Console Setup

S0QL Server Configuration rﬁ
specify SQL Server Details

SOL Server

@ Use existing server

Type here the 30L server name and append YInstanceMame if using
nion-default instance.

(local) \SQLEXPRESSSEC v

() Download and install SOL Server 2008 RZ Express

SGL Authentication: | 35P1 v|

Database Mame: | avast_sbc_db |

< Back ][ Mext = ] [ Zancel

Installation steps

Download and install SQL server 2008 R2 Express
Thea{ aFNBS4& {v[ RIFIGIO6F&AS ¢
downloaded and installed. Make sure that you are aware c
all MS SQL Express limitations!

b avast! Administration Console Setup

eQL Server Configuration *
Specify SQL Server Details

SGL Server

O Use existing server

(%) Download and install SOL Server 2008 RZ Express

SGL Authentication: | 55P1 v|

Database Mame: | avast_sbc_db |

< Back ]| Mext = [ Cancel




be avast! Administration Console Setup

Email Configuration
settings for email confiquration

Administrator's E-mail: | administrator@seryar, com |

SMTP Serwver Address: | smbp,server,com ‘

SMTF Server Part: | 25 ‘

From address: | mailaccountname@seryer, com |

Ise Authentication

Usernarne: | mailaccountname@seryer, com ‘
Passward: | (111112 1]]]] ‘
[T use 550
< Back ” Meck = ] [ Cancel ]

Installation steps

Herethe SMTP server details should be entered:

I RYA YA aBEnmdlt G2 NWa&
T Will be used to send Welcome email with Administration
console login information

SMTP Server address

T the address of the outgoing email server e.g.
smtp.server.com

SMTP Server Port
) the default is 25

From address
T Address which will be used to send alerts/reports

Use Authentication

T Ifthe SMTP server requires authenticatigyu mustenter
the username and password.

Use SSL

i 52yWiG FT2NBSG GedcryftibnBlsed 4 S { { |

If the SMTP server is not configured, vou cannok use the email notifications feature, However you can configure it later in the
Adrministration Console,
Continue to the next page #




be avast! Administration Console Setup

Console Configuration

Specify Console Details

Enter a password which the "admin" user should use to log in to the consale,
Username:
Password: =02 | wesesssses

Canfirm passward: SEEEEREED

Create deskiop shortcut to open the console in wour web browser

< Back " ek = ] l Cancel ]

Installation steps

Here youshouldenter the
password yowvishto use to logon
to the console

The default username is: admin
T Additional user accounts can be created
in Administration console manually
The mssword must contain alpha
numeric characters

Createa desktop shortcut to open
the console irnyour browser

I TheAdministration console caalsobe
opened viaghe Windows Start meng
All programg; avast! Administration
console



Installation steps
This is thedst configuration check beforie installation starts.

Af you want to review or change any of your installation settings thielkx . | O &
button.

ALFT @2dz gl yld G2 LINRPOSSR ¢AGK GKS Ayadlftftl

N

c

%@ avast! Administration Console Setup “® avast! Administration Console Setup

Ready to Install 4 b, s h
- Installing avast! Administration Console 2
The Setup Wizard is ready to begin the avast! Adminiskration Consale installation

Service Account: NT AUTHORITY\METWORE SERMICE
Metwork adapter: Local Area Conneckion Please wait wh_ile the Setup Wizard installs avast! Adminiskration Console, This may
take several minutes,
115 Server Yirtual Folder: Avast
SOL Server Download and install SQL Server 2008 R2 Express Licer Status: Downloading prerequisite software
Address: {local)\SOLEXPRESS | CLLT] ]
Database: avask_sbc_db
Authentication: 55PI
SMTP Server Address: Part: 25 S5L: Mo
sername:

Click "Install" to begin the installation, IF wou wank ko review or change any of your
installation settings, click "Back”. Click "Cancel” ta exit the wizard.




Installation steps

Automatic installation of MS SQL 2008 R2 Express may take a while, so please be patient untill the installation is

finished.
See the installation steps on the following slides.

B c:\8f54067b39912a3bcec227 6b52abdecl\setup.exe

Microsoft (R> SQL Server 2008 R2 Setup 1A.58.1680.01
[Copyright <c?» Microsoft Corporation. All rights reserved.

Microsoft (R> .MET Framework CasPol 4.8.3831%.1
Copyright {c> Microsoft Corporation. All rights reserved.

LWARMING: The .MEI Framework does not apply CAS policy by default. Any settings
izhown or modified by CasPol will only affect applications that opt into using
ICAS policy.

Please see http:r - go.microsoft.com fwlink ?LinkId=131738 for more information.

Success

Microsoft (R> SQL Server 20088 R2 Setup 18.58.1686.081
Copyright (c?> Microsoft Corporation. All »ights reserved.

f54067b39912a3bcec2276bb2abdecfisetup.exe | ﬁ
- |

rk ol 4.8.38319.1
- 2 on g s g

Microzoft SQL Server 2088 R2 Setup 10.58.1600.81
Copyright <c)> Microsoft Corporation. All rights reserved.

Microsoft (R> .MET Framework CasPol 4.8.3831%.1
Copyright (c¢)» Microsoft Corporation. All rights reserved.

LMARMING: The .MET Framework does not apply CAS policy by default. Any settings
lzhown oy modified by CaszPol will only affect applications that opt into using
ICAS policy.

Please see http:/sgo.microsoft.con/fwlink/?LinkId=131738 for more information.

SOL Server 2008 R2
Success

Flease wait while SUL Server 2008 R2 Setup processes the cunent operation.

Cancel




% SQL Server 2008 R2 Setup

Setup Support Files

Click Install ko install Setup Support files, To install or update SQL Server 2008 RZ, these files are required,

CIEE

SQL Server 2008 R2 Setup

Installation Progress

Installation steps

Setup Support Files

The following compaonents are required For SQL Server Setup:

Feature Name Status
. Setup Support Files

ExecuteCalculateScenariotorkflow

Installation Progress

(

Install_sqincli_Cpu3z_action : WindowsFolder 63E949F6_03BC_SC40_FFIF_CSB3EIA1EISE.

< Back

Install

Cancel

[ext = Cancel

Far Help, click Help Topics on the Help Menu.

For Help, click Help Topics on the Help Menu,




bi avast! Administration Console Setup

Installing avast! Administration Console

&

Installing avast! Administration Console

.zcjezlunst!'

Installation steps

bi avast! Administration Console Setup &|

.@J IIEIS'IZ!._-

Please wait while the Setup Wizard installs avast! Administration Console, This may
take several minutes,

Status: Installing service

Please wait while the Setup Wizard installs avast! Administration Console, This may
take several minutes,

Status: Creating mirror

Downloaded 175 MEB of 192 ME,  Downloading File vps_win32-514.vpx




Installation steps

" avast| Administration Console Setup il A When the installation is complete, a
new box will appear with a link,

which you can click to open the
Administration Console in your
computer 6s web broc

Click the "Finish" button ko exit the Setup Wizard.,

‘fou can use this URL to open avast! Administration Console in
wour web browser:

Dbtedfan] v ast/D efault aso

] openth consol o A A shortcut will also be installed on
your desktop which you can use

In future to launch the console on
the same computer.

&P

- avastd
“Administrati,




INITIAL SETUP WIZARD



Initial setup wizard

A Youcan open the console via the shortcut installed on your desktop or by clicking

0KS a{dGIFNI¢g odzid2y Ay GKS o02002Y ST
davast RYAYAAauUN)IuUuA2Yy [ 2yaztSe FTNRBRY UKS f
computer. You can also access the console from any other computer with an
AYUSNYSU OZ2YYSOUAZY o0e aAYlLde OZ2LkAY.
S0 ONRBRgaSNd ¢KSYZ 2dzaut SYUSNI 0KS dza'!
you provided during the installation process.

X avast Adninistratinn Console - Mozilla Firefox I ]|

D" c _X _.L (O |;ttns=ﬁw_in2k3:8?3zx 2 - IC)| congle P

Mast Wisited , Getting Started 5 | Latest Headlines

4
‘Waiting For winzk3 |3 A




Initial setup wizard

A When you open the Business Protection Console for the first
GAYSS eé2dz gAft FANBRG 4SS UK.
Initial setup wizard:

The Initial setup wizard will help you to deploy tnast client on the computers in

your network. The wizard works in a network with a windows domain controller, as
well as in a network with computers in a workgroup.

/| T AO01 2y Gt NRGSOG Yeée ySi¢o2N)] y2é> aidl
want to deploy the clients manually.



Initial setup wizard

A You can now see any computers that
have automatically been detected.
Select those that you want to be
Jefavast il seup wizard managed by thavast
Administration Console.

Choose the computers that you want to be managed by the avast Business Protection consol

Available computers

s A Note: If any of your network

o o computers are not listed, they can be
o  RRSR 6& Of AOlAYy3

[V KaS kas

s tox Theavast client will not be deployed
F e o on any computers that are not listed

[ SKINNER skinner

Sresrc o on this screen

[ TEST-¥U test-xu
[ TEST-¥A  test-ya
M W732B w732b

S nass i A 2KSy @&2dz Ot AO]l d&bs
will be depend on whether your
computers are networked as a
workgroup or a domain.




Initial setup wizard

,Zcxnucnst!' SetupWizard

A In a workgroup you can choose whether theastclients will be installed manually
on all computers by one person (the administrator) or whether the individual
computer users will receive an email with a link to the installation package. In both
cases running the installation package will installdlrast client which will then
connect to theavast Administration Console automatically.



Initial setup wizard

A If you select the optign to have the clients A You can download the installation package by,
GLyadaglfttftSR 6& | RYAYAA&IUNBEkingoaddhel@d2dz gAft &aSS UF

following screen:

Installation packages are available at: You've successfully configured the avast! Business Protection server.
You need to install the avast! diient on the specified computers before they can be managed

ccccc

The installation file then needs to be run on each computer in the workgroup to install
the client. You can either save the file on an external medium e.g. a flash drive and rt
it on each computer from there, or download the file on each computer by copying
the link into its web browser.

As soon as thavast client is installed on a networked computer, it will start to
communicate immediately with the console.



Initial setup wizard

A Alternatively, you can create an email A Each user will then need to download

to the individual computer users on
the network, which will include a link
to the installation package.

ecify one or more email recipients that will install avast!. Each recipient will receive an email with instructions

ferda.mravenec@avast. .com)| SBC260

Email message preview

Hello!
Your network administrator has sent you this email to let you know that you need to install avast! on your L.
computer to re it is protected against viruses and other threats. Just click the link below and the

ensu
installation will begin!

htto://localhost/avast/install.aspx?prod=BP

the installation package and run it on
their computer to install thewvast
client.

You've successfully configured avast! Business Protection server.
Email will be sent to the recipients specified. When user finishes installation of avast! client, it will be managed by
avast! Business Protection server.

vast! Administration Console. You can show Help center that provide you guided tour around

As soon as thavast client is installed on a networked computer, it will start to
communicate immediately with the console.



Initial setup wizard

A Youneed to enter avalid domainadministrator
username and password.

,z(iounst!' Initial setup wizard

. For unattended deployment, you must provide valhd credentials to log on deployed computers,
Se rn al I I e The user must have admin and Log on as Service nghts, Ensure that the Windows Firewall and Simple File Shanng
" are desabled in Windows XP and Windows 2003 computers.
I MYDOMAINadministrator R T em—

A Password e

rovide user credentials to log onto dep

I Custom password Username: [ )

domainname\adminaccount J

PaSSWOFd' sesssssstee




Initial setup wizard

A The deployment of thavast clients will then start automatically and you will see the following
screen confirming that the deployment is in progress

. x
(ol avast!’ Initial setup wizard

You've successfully configured the avast! Business Protection server.

The unattended deployment job has just started, you can see the progress on the Jobs page. Once completed, the

result can be viewed on the Job History page.
\j

Mow you can start using the avast! Administration Console. You can use the Help center to find out more about using
the console and managing your network.

Close

A You can check the progress of the installation on the Jobs screen of the Administration Console anc
once completed, you can see the result on the Job History screen

A Once the initial setup is complete, the main summary page and Dashboard will appear



Administration console

SUMMARY



Summary

2 Hew center [ LOGOUT

& SUMMARY
MW/ The Dashboard page provides a visual summary of your network protection

Dashboard SYSTEMS OVERVIEW

em overview pie chart shows you all computers that are connected and their ous avast! components. Please use the

"?“ NETWORK

e-

File System Shie ~ | Time period: | Today -

File System Shield - Today

100 1
@ REPORTS
o
Q' ADMIN T
40+ -t
20+ T
10:50 AM 11:10 AM 11:30 AM 11:50 AM 1210 PM
Secured I @ Unsecured 11:00 AM 11:20 AM 11:40 AM 12:00 PM

@ Disconnected g Scanned items M Infected items.

VIRUS DEFINITIONS STATUS SYSTEM MESSAGES

Version = Age # Date * Subject

110613-1 11:37:11.5524787 4 €  6/14/2011120220PM  Deployment succeeded v d:
1, o 6/14/2011 700:00 AM  Trial license active. ~ 3 u
€) | 6/14/201112:49:05AM No computers found « 3

P - 2l =l

&f Markall as read

A The dashboard othe avast! Administration consol@rovidesa visuasummary of your network protection:

) System Overview pie chart current status of your protectioon all connected computers
) Virus definition status- virus database version, date and number of computers covered by specific VPS version
) Statistics- displays statisticor each of various avast! components

T System nessages important system messages relatedttee Administration console



Summary

A When you open th®ashboard othe avast! Administration consolén the System Overviewou will see a colored status bealling you the current
status of your protectioron all connected computers

T "SECUREDR means everything is up to date and running as it should be.

T " - means you are not fully protected, for example, if the program or your virus definitions are not up to date, or if oneeafmor
your shields is currently turned off.

T "UNSECUREBPmMeans you are currently not protected at all, most likely because all of the shields have been turned off.

T "UNMANAGER®( This icon indicates that the computer has been detected but has never communicated with the Administration console, for
example, if theavastclient has not been installed.

T GDISCONNECT&ED KA da AO2y _AYRAOLF (S ommlimlcajed withd &@Mﬁtaldxmcsmle&clerﬁlmmwdefault value 30
second$. The fact that a computerggeyR2 Say Qi ySOSaal NAt & YSIy I irded 6fwifl apbpearaia giepicbd O 2

A Virus definition status:

i Helps you tanaintainthe maximum possible virus protectioby showing youhe virus database version, date and number of computers that
have this VPS installed.

i This will help you to ensure that you always have the most up to date virus definition and that you are protected frotsttbrigats.

A Statistics:
T This section displays statistifts each of various avast! components.

T By clicking on the drodown menu, you carselectthe required component. Statistics can be displayed for a single component and a specific
period of time. Currently the statistics chafiows you to viewthe number of scanned items artle number ofinfected items.

A System nessages:

i This section shows all important system messages relatéitetddministration console and clients e.g. Your license will expire soon, License
insertion failure, Deployment job failed, New computer found etc..



Summary

This section displays statistifts each of various avast! componenBy clicking on the dredownmenu you carselectthe
required component.

Statistics can be displayed for a single componentfand specific period of time. See the list on the screens below.

Currently the statistics chadllows you to viewvthe number of scanned items artle number ofinfected items.

STATISTICS

This section

.
=)
[

Scanned items 1

SYSTEM MESSAGES

Date

2dCn O varnous

File System Shir = | Time pernod: | Today
File System Shield jeld - Today

Mail Shield

5 avast! components.

Web Shield |
P2P Shield |

IM Shield
Metwaork Shield
Script Shield

Behavior Shield 1=6 li? 1=8
Antl Spam Shield
Exchange Shield
Sharepoint Shisld
Firewall

Al

#|3/11/2011 5:2

oz mFTocense sertion failure.

Q « 3/11/2011 5:29:52 AM  License insertion failure,
“

% 3/11/2011 5:30:05 AM  New computer found

19

J-
#-
tf-

STATISTICS
This section displays statistics for each of various avast! components. Please use
the drop-down lis & ponent
Show statistics for: File System Shir = | Time period: | Today -
File System Shield - Today |Today
Last week
G— | ! I | Last manth
‘ Last year
4
I
o -
o 1 1 1 1 1 1 1 1
12 13 14 15 16 17 18 15
Scanned items W Infected items
SYSTEM MESSAGES
Date Subject
G « 3f11/2011 5:29:52 AM License insartion failure. o B
G « 3f11/2011 5:29:52 AM  License insertion failure, o &
&P & 3/11/2011 5:30:05 AM  New computer found o &



STATISTICS

This Var components. Please use
the drop-down list

Show statistics for: File System Shih = | Time period: | Today -

File System Shield - Today

12 13 14 15 16 17 18 19

Scannad items M Infected items

SYSTEM MESSAGES

Date Subject
g # 31172011 5:29:52 AM | License insertion failure. o & i
& - 3/11/2011 5:30:05 AM Mew computer found o @ -
ﬁ % 3/11/2011 6:44:36 AM Deployment job failed o 8 -

Summary

If you wantto see more details
abouta specific system message,
simply double click on it. See the
new detailed information window
below.

‘t:{m/nstr' System message

‘!‘ New computer found

345 new computers have been discovered. The new computers are MARGE, XP2, XP3, XP1,
XP, winxppel, Hall2000, WIN7, WIN2K3EXCH2K3, SBC002, SBCO07VISTA, SBCO0S,
$BC008, HAL2000, SBCLO1, TEST-RC, TESTECH2010, SBCO16, SBC022, SBCO23, SBCO2E,
$8C031, SBCO30, SBC032, SBCO35, SBCO38, SBCO3%, SBCO40, SBCO41, SBCO43,
SBCO4S, SBCO46, SBCD47, SBCA48, SBCOSO, SBCDS1, SBLOS2, SBCOS3,
SBCOS0, SBCO61, SBCO62, SBCOE3, SBCO6S, SBCE037, SBCOEE, SBCO6T. ,
IVANVIRTUALL, SBC09S, SEC107, SBC110, SBC111, SBC112, SBC113, SBCL14, SBCLLS,
SBC116, WINXP-MICHAL-TE, SBC118, SBC120, SBC124, SBC125, SBC126, SBCL27,
SBC130, SBC129, C131, SBC136, SBC137, SBC138, SBC139, SEC140,
SBC141, SBC143, T-XP64, SBC144, SBCL4S5, SBC146, SBCL47, SBC1S3,
SBC154, SBC1S5, C157, SBC159, SBC161, SBC162, SBC164,
SBC167, SBC16S, C171, SBC177, SBC178, SBC180, SBC161,
SBCO10WINT, WINVISTA, SBC184, SBCSERVERVS, SBC187, SBC189, SBC1SO, SBC191,
PORCVNANI, SBC192, AA, PERFO01, PERFO02, PERFO03, PERFOD4, PERFOOS, PERFODS,
PERF007, PERFO08, PERFO0S, PERFD10, PERFOL1, PERFO12, PERFO13, PERFO14, PERFOLS,
PERFO16, PERFO17, PERFO18, PERFO19, PERFO20, PERFO21, PERFO22, PERFO23, PERFOZ4,
PERFOZ5, PERFO26, PERFO27, PERFO2S, PERFO29, PERFD30, PERFO31, PERFO32,
PERFO34, PERFO3S, PERFO36, PERFO37, PERFO38, PERFD3S, PERFO40, PERFO41,
PERF043, PERFO44, PERF045, PERFO46, PERFO47, PERFO4S, PERFO49, PERFOSO
PERF052, PERFOS3, PERFO54, PERFOSS, PERFOSE, PERFDS7, PERFOSS, PERFOSS,
PERFOS1, PERFOGZ, PERFO63, PERFO64, PERFOSS, PERFOGS, PERFO67, PERFOGS,
PERFO70, PERFO71, PERFO72, PERFOT73, PERFO74, PERFOTS, PERFOT76, PERFO77,
PERFO79, PERFO80, PERFO81, PERFD82, PERFO83, PERFDS4, PERFOSS, PERFOSS,
PERFO88, PERFO89, PERFOS0, PERFO91, PERFOS2, PERFD93, PERFOS4, PERFOSS,
PERFOS7, PERFO9S, PERFO9S, PERFL00, PERF101, PERF102, PERF103, PERF104, PERF10S,
PERF108, PERF107, PERF108, PERF109, PERF110, PERF111, FERF112, PERF113, PERF114,
PERF115, PERF116, 7, PERF116, PERF118, PERF120, PERF121, PERF122, PERF123,

More details [}

_




STATISTICS
This section displays statistics for each of various avast! components. Please use
the drop-down list to select a component.

Show statistics for: File System Shiv = | Time penod: | Today -
File System Shield - Today
I
. ]
4__
o - _
o T 1 T 1 T 1 1 T
12 13 14 15 16 17 18 19
Scannad items M Infected items
SYSTEM MESSAGES
Date Subject
€9 « 3/11/2011 5:29:52 AM | License insertion failure. o & -
. . |
cj “3/11/2011 6:44:36 AM  Deployment job failed v 8 L
& - 3/11/2011 6:44:51 AM New computer found v B -

of

| Mark message as read |

| Open message |

.tt(l:‘l vast!’ system message

“ New computer found

More details

Message source: Secunty
3/11/2011 6:44:51 AM

3/11/2011 6:44:51 AM

First occurrence:

Last occurrence:

1

A

A

1 new computers have been discovered. The new computers are SBC221

Summary

If you would like to
remove the message
from _the list click on
UKS 3INBSY o

If you would like tsee
more detailed
information, click on _
UKS 2N} y3asS
icon.
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Network

? HELP CENTER  LOGOUT

The network screen enables you to access the details of all the computers that are visible or known
AL 4} NETWORK to the avast! administration console.

Group view Filter Total: 345 @

Grid view Sort by Name Last communication Status

Default group The default system group must not be

Add new computer
renamed a \

Unmanaged computers This is a system defined group. It °
contains the computers on which you Add new computer
decided not to install avast!

office 001 Add new computer % I -

Create new computer Create new group

The network screen enables you to access the details of all the computers that are visible or kiiogvn to
avast Administration console.

Advanced filtering by Groups, Shields, OS, Name pattern and Status

Grodup view and Grid view. List of all visible computers in a graphic (romteview or more detailed text
mode.



Filter Network

Filter Total: 345 @

By Groups | By Shields | By OS5 | By Name Pattern | by Status

Clear
| Default group [_| Unmanaged computers [_| office 001 ® Included () Excluded

‘ Filter

A Filtering by Groups
I Containsalist of all default and custom created grou@®@mputer group}
I Tick or untick required group/s to display your custom Group or Grid view

Filter Total: 345 @

By Groups | By Shields | By 05 | By Name Pattern | by Status

File System Shield (] Mail Shield (] web Shield (] P2P Shield (] IM Shield & Included () Excluded
Network Shield Script Shield Behavior Shield Anti Spam Shield Exchange Shield Clear

Sharepoint Shield Firewall Filter

A Filtering by Shields

i Containsalist of all avast! componentsuchas File system shield, Mail shield, Web shield, P2P
shield ..

i Tick or untickhe required component to display/filter your custom Group or Grid view



Filter Network

Filter Total: 345 @

By Groups | By Shields | By 05 | By Name Pattern | by Status

Clear
‘ Unknown [ Windows 7 [_] Windows XP Servica Pack 3 '@ Included () Excluded

‘ Filter

A Filtering by OS
I Containsalist of all found @ Sinstalled orall computers visibl¢o the avast!
Administration console
I Tick or untickhe required OS to display/filter your custom Group or Grid view

Filter Total: 345 °

By Groups | By Shields | By 05 | By Name Pattern | by Status
Clear
Pattern Match case

‘ Filter

A Filtering by Name Pattern

I Insertthe full or partial computename of the computer as stored
in the Group to display/filter your custom Group or Grid view



Filter Network

Filter Total: 345 @

By Groups | By Shields | By OS | By Name Pattern | by Status

Clear
‘ Secured || Attantion Unsacured Unknown ) Included ‘' Excluded

| Filter

A Filtering by Status

I Containslist of the statusesof all computers visibléo the
avast! Administration consolsuch a$Secured, Attention,
Unsecured, Unknown.

I Tick or untickhe required status to display/filter your custom
Group or Grid view



Group view Network

A TheGroup view is a list of all
visible computers in a graphic
mode (icon view

A Youcan create as margroups
as you wish in order to achieve
optimal organization

A There can be no duplicates
Bvery computer has its fixed
positionin aspecific group
The security policies aiset
for each specific Group

EachGroupcan have a
different set of policies

To accesthe Group settings
simply clickhe ~ icon

To removea Group from the
list simply clickhe @ icon

p S SE S
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Grid view Network

? HELP CENTER  LOGOUT

Total: 395 @

Computer Name  DNS hestname Description Group Version Program version v Last ion Last ion IP Status \ ﬁn’
SBC221 SBC221.springfield.info Default group 1114897-0 6.0.1026 3/14/2011 1:57:11 AM Secured \ '||T||' 3
SBCW7001 SBCW7001.springfield.info Default group 1114897-0 6.0.1026 3/14/2011 1:57:11 AM Secured | % W =
BERFOO1 PERFOO1 Default group Unknown | 8% T
PERF002 PERF002 Default group Unknown | % T
PERF003 PERF003 Default group Unknown | 8% T
PERFO004 PERFO04 Default group Unknown | %% @
PERFO05 PERF00S Default group Unknown | % T
PERFO06 PERFO06 Default group unknown | 8% T
PERFOO7 PERFOO7 Default group Unknown | % @
PERFO08 PERF008 Default group Unknown | % T

Create new computer Create new group

TheGrid view is a list of all visible computers in a more detailed text mode

This dows you to see more detailed information about specific compyteithout the need to
openthe computer information

TheGrid view list contains general information such as Computer name, DNS name, Description,
Groupin whichthe computer is located, VPS and program version, Last communication, Status

To accesthe computer information clickhe % icon
To removea computer from the list clickhe @ icon



Group view Network

A A geeniconmeans everything is up to date and running as it should
v o

A A yellowiconmeans you are not fully protected, for example, if the progran
or your virus definitions are not up to date, or if one or more of yshields is
currently turned off

m A A redicon indicatesou are currently not protected at all, most likddgcause
all of the shields have been turned off

B3 A Thisicon indicates that the computer has been detected but has never
communicated with the Administration console, for example, if éavast
client has not been installed.

A This icon indicates that the computer hasn't communicated with the
Administration console recently (the default value is 30 seconds)fathe
that a computer is grey doesn't necessarily mean anything @ad.
computers that are turned off will have this icon
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Create new computer

? HELP CENTER  LOGOUT

The network screen enables you to access the details of all the computers

the avast! administration console.

that are visible or known to

Group view Filter Total: 345 @

Grid view Sort by Name Last communication Status .

Default group  The default system group must not be

Add new computer S o LN

renamed

XpPz2 XxXp2 XP1 xp winxppcl WINXP-
MICHAL-TE

WINVISTA WIN7-TEST WIN7 WIN2K3EXC WIN2K364B TEST-XP64

H2K3
M M ' .
TEST-PC TESTECH201 SBCW7001 SBCSERVERV
(1] 5

Network

In some cases, you may not be able to use
the Discovery Task (perhaps becayear
ySig2N] RAtbeDietanorNidzy
computer browser does natvork).

In that case you cacreate a computer, _
manually vidhed / NBIF 4S ySg O2Y
feature

You carcreate a computer by inserting basic
information such as:

1T Computer name

i DNS Hostname

i Description

i Group where the computer will be located

@ il Res L T ,tcinvcnst!" Create new computer

Name

Al
J DNS hostname: [

Description

Group

Default group  The default system group must not be renamed

Cancel
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Create new group

If you wantto create anew
computer group just click on
G/ NBI S ySg

You will need to enter the
settingsjust once for all
computers inthe group

Once the computer group is
created, additional computers
may be added later

The aescription section
requires basic information such
as:

I Group name

I Custom description

I Youcancopy settings from an
existing computer group

3 NP dzLJg

3SSWOIT

Copy settings from an exi

Default group The default system grou

ootin  office 001

sting group

p must not be rename

ﬁ\(ﬂ[/nstl BUSINESS PROTELCTION

e | Unmanaged computers This is & system defined group. It contains the computers on which you decided not to install ava:

MICHAL-TE

Network

? HELP CENTER  LOGOUT
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Create new group

A Basic settings

I Show tray icon

A Allowsthe user to
interact with avast!

T Animate the icon
when scanning
A Theavast! icon
located in the system

tray will start rotating
wheneverascan is in

progress

ccccccccccc

Network




Create new group Network

A Realtime shields

i avast!reattime protection isbased on saalledshields- special modules protecting various parts of your
computer, e.g. file systemmail etc..

A Select or deselect theshield/syouwantto use or remove

T The selected shields will be automatically started on the chosen compaoierghich theavast! managed client
is installed

. 3
I{L‘IVCISU Create new group

Descripticn

Basic settings

Shields Select the shields that you want to activate on managed computers
[ select all
Updates -
Exclusions , ¢y Script Shield
Password ‘l, -{\K‘ The Script Shield intercepts all scripts executed on your system (both local and remote).
Status bar
cound Behavior Shield
ounds -
‘l’ f‘ The Behavior Shield monitors your system for suspicious behavior, alerting you if any unusual
Community " behavior is detected
Maintenance » Anti Spam Shield
Troubleshooting ) '_"! The avast! antispam medule is used to filter out junk e-mail

Exchange Shield
0 Vi MS Exchange server and is used to monitor messages before
L % e Istal M Exchange server and IS use o monitor messages berore

_ Firewall
‘l’ The avast! firewall protects your computer attacks over the internet.

3
E Sancel




